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Introduction  

Welcome to the Transaction Monitoring System, designed for stock 
exchange environments. This system allows users to upload 
transaction data via Excel files and automatically detects 
anomalies within the transactions. By leveraging advanced 
analytics, the system helps ensure compliance with financial 
regulations, mitigate risk, and enhance the overall security of 
trading operations. This manual provides step-by-step instructions 
on how to upload files, interpret alerts, and manage flagged 
transactions efficiently, ensuring a streamlined monitoring process 
for users. 
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How to Use Step 01: Data Set Preparation 

 

1.1 Obtaining the data file: 

The required excel files can be retrieved from the following paths within ATrad BBO: 

1- Other Reports >> Accounts >> Receipt Cash Book 
2- Other Reports >> Accounts >> Payment Cash Book 
3- Other reports>> Accounts>> Daily Purchases  
4- Other reports>> Accounts>> Daily Sales 

However, users are able to upload any transaction-related Excel file to the system, 
provided it meets the required format and structure for processing. 
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1.2 Excel file preparation: 

Before processing, the Excel file must be prepared according to the following guidelines: 

 Remove any headers containing broker details. 
 Only files in .xlsx format are allowed for upload and processing. 
 Delete any rows containing values such as "Total," "Subtotal," or similar, ensuring only the 

transaction data is retained. 
 Remove any unnecessary empty rows and columns. 
 The final file should be formatted to include only one  header row and relevant transaction data, 

as illustrated below, to comply with the system’s requirements 

Step 01: Data Set Preparation 

 

Processing Ready Excel File 

 
ATrad BBO Report 
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Step 02: Login to Transaction Monitoring System  

 

 

 Users must provide their valid username and password on the login page.  
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Step 03: Data File Upload  

 

 
 

 A successful login will redirect users to the home page of the Transaction Monitoring 
System where users can upload the prepared excel file to the system.  
 

 Upon selecting the “Choose File” option, users can browse and select the prepared Excel 
file.  

 Then, clicking the “Upload” button will upload the data file to the system for processing. 

 If there are any preparation errors in the Excel file, a relevant error message will be 
displayed, indicating the issues that need to be addressed. 

Upload data file to the system 

Browse 
the data 

file 
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Step 04: Column Selection  

 
 

 After uploading the file, users will be redirected to the column selection window, where 
they can choose the relevant columns for anomaly detection.  

 Checkboxes for columns that do not support the analysis are disabled to prevent 
selection.  

 Users can also set an "Anomaly Percentage (%)" within a range of 0-100, which will be 
factored into the analysis process. 

 Anomaly detected file will be downloaded upon clicking on the “Detect Anomalies” 
Button.  
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Step 05: Obtaining the Anomaly Detected File 

The system utilizes Isolation Forest Algorithm for anomaly detection, and the results are 
reflected in the downloaded Excel file. A new column labeled "Anomaly" will be added to the file, 
indicating the outcome of the analysis. 

 If the value is "Yes", it signifies that the corresponding transaction has been identified as 
an anomaly during the analysis. 

 If the value is "No", it signifies that the transaction has been identified as normal during 
the analysis. 

This method helps to isolate and flag anomaly transactions for further review. 
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Action History 

 

 Users can access the audit log within the Transaction Monitoring System, providing full 
transparency and traceability of all activities.  

 For each transaction file uploaded, two records will be available: File upload detail, and 
file download detail.  



  

CONFIDENTIAL 10 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Introduction How to Use FAQ Additional Features 

Change Password 

 

 Users can change the password to the TMS by clicking on the change password option 
under the profile icon.  

 Upon clicking users will be redirected to the password change window.  
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FAQ 

Why are some columns disabled during selection? 

 Columns that are not relevant for analysis have been disabled to 
prevent their selection, as including them could result in 
inaccurate analysis. 

What should be done if the file upload fails? 

 If the file upload fails, ensure that the file format and structure 
adhere to the required specifications. Double-check that the 
headers are correctly formatted and no additional data is 
included.  

How can users modify the anomaly detection parameters? 

 Users can adjust the anomaly detection percentage on the 
column selection page by setting the desired "Anomaly 
Percentage (%)" value within the range of 0 to 100 before starting 
the analysis. Default it is set to 4%.  


